&} Formacién en Tecnologias Java Enterprise

g", Servicios Web Seguros

Sesidn 6: Seguridad a nivel
de mensaje. Firma digital
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Puntos a tratar

Firma digital en el WSDL
Password Callback Handler
Propiedades de seguridad
Firma en los mensajes SOAP
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Firma digital

Anadir politica de seguridad al WSDL

<wsp:PolicyReference URI="#p1"

wsdl:required="true"/>

<wsp:Policy wsu:ld="p1">
<sp:AsymmetricBinding>

</sp:AsymmetricBinding>
</wsp:Policy>
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Binding
* Transport binding

* Asymmetric binding
* Symmetric binding
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Transport binding
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Message protection is provided at the
transport level
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Asymmetric binding

A uses his private key to sign and B's %

@ ® A public key to encrypt the messages sent % ® g
_— to B. B on the other hand, use his private L
key to sign and A's public key to encrypt

the messages sent to A.
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Symmetric binding

A symmetric key is generated by A and
is encrypted for B using B's public key.
This syrmmmetric key is used by both A

and B to sign and encrypt the messages
back and forth.
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Politica del binding

Tokens de seguridad y Algoritmos
<sp:AsymmetricBinding>
<wsp:Policy>
<sp:InitiatorToken>

</sp:InitiatorToken>
<sp:RecipientToken>

</sp:RecipientToken>
<sp:AlgorithmSuite>

</sp:AlgorithmSuite>
</wsp:Policy>
</sp:AsymmetricBinding>
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Tokens de seguridad

<sp:InitiatorToken>
<wsp:Policy>
<sp:X509Token sp:IncludeToken="http://docs.oasis-open.org/ws-sx/
ws-securitypolicy/200702/IncludeToken/AlwaysToRecipient">
<wsp:Policy>
<sp:WssX509V3Tokenl0 />
</wsp:Policy>
</sp:X509Token>
</wsp:Policy>
</sp:InitiatorToken>
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Otras preferencias de seguridad

<sp:Wss10>: Opciones de WSS SOAP
Message Security 1.0

<sp:MustSupportRefEmbeddedToken />
<sp:MustSupportReflssuerSerial />
<sp:SignedParts>

<sp:Body /> : firmar el contenido del cuerpo del
mensaje
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Password callback handler

Manejador de contrasenas

Se ejecutara cada vez que se requiera una
contrasena para abrir un almacen, para un
certificado o para otro tipo de autentificacion

Map<String, Object> properties =
((BindingProvider)port).getRequestContext();

properties.put(SecurityConstants.CALLBACK _
HANDLER, new CallbackHandler(){ ... });
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Password callback handler

new CallbackHandler() {

@Override
public void handle(Callback[] callbacks) throws IOException,
UnsupportedCallbackException {
for(Callback cb : callbacks){
WSPasswordCallback pcb = (WSPasswordCallback)cb;
if(pcb.getIdentifier().equals("clientel")){
pcb.setPassword("clientel-pass");
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Otras propiedades

Otras propiedades configurables desde el
codigo cliente o servidor:

properties.put(SecurityConstants.SIGNATURE USE
RNAME, "clientel");

properties.put(SecurityConstants.SIGNATURE_PRO
PERTIES, "crypto.properties");

properties.put(BindingProvider. ENDPOINT _ADDRE
SS PROPERTY, "http://localhost:1234/Seguro");
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Otras propiedades

Archivo crypto.properties:
org.apache.ws.security.crypto.provider=
org.apache.ws.security.components.crypto.Merlin

org.apache.ws.security.crypto.merlin.keystore.type=
JKS

org.apache.ws.security.crypto.merlin.file=/home/serv
iIcios/claves/cliente.ks

org.apache.ws.security.crypto.merlin.keystore.passw
ord=clientel-ks-pass
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Mensaje SOAP firmado
<soap:Envelope xmlns:soap="http://schemas.xml soap.org/soap/envel ope/"' >
<soap:Header>

<wsse: Security xmlns:wsse="http://docs.oasi s-open.org/wss/2004/01/

</wsse: Security>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:1d="1d-7182746">
<ns2:saluda xmlns;ns2="http://jtech.ua.es/Seguro/">
<nombre>Boyan</nombre>
<apellido>Bonev</apdl lido>
</ns2:saluda>
</soap:Body>
</soap:Envel ope>
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Mensaje SOAP firmado

Security
BinarySecurityToken — el certificado

Signature Id="Signature-1"

SignediInfo (referencias e informacion del
algoritmo)

SignatureValue ~ la firma
Keylnfo (informacion de politicas de seguridad)
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Certificado en SOAP

<wsse:BinarySecurity Token xmins:wsse="http://docs.oasis-open.org/wss/
2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/
oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasl s-open.org/wss/2004/01/
0asi s-200401-wss-soap-message-security-1.0#Base64Binary™
VaueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X 509v 3"
wsu:ld="Certld-897C23E154C65197...

...IrZSJE3b16A ceZPIbX nK SORM BstU=</wsse:BinarySecurity Token>
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Firma en SOAP

<ds:Signature xmins.ds="http://www.w3.0rg/2000/09/xml dsig#"
|d="Signature-1">

<ds:Signedinfo>

</ds:Signedinfo>

<ds:SignatureVaue>IC7Y AzDpY 93JCUGLI3HD79R+Exn9L BpEecq2wTTzFRA
[ztCiZkSrdOPV G7t5¢cRAV CMN+czX spfhl124p/6rXvazqcX 42V v 7V wycyZzNab

OifZ1J0ypUggh7++sJjiriw46gD2HNnZT+/Y JKZSIDttBJ331liv+Al ZyBbZZQmaq
1XP4=</ds:SignatureV a ue>

<ds:KeylInfo Id="Keyld-897C23E154C65197B312740255507352" >

</ds:KeyInfo>
</ds.Signature>
</wsse: Security>
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¢Preguntas...?
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